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Abstract

Today C and C++ are frequentlyusedto write pro-
gramsthat operate as dynamiclink libraries, plugins,
andextension®flarge applicationframevorksandhigh
level programminglanguages. An unfortunate side-
effect of this programmingstyleis that it malesdehug-
ging consideably more dif cult. Traditional deluggers
don't work as well with extensionmodulesbecauseof
the compleity of executionervironment.Moreover, the
information they provide may be incomplete To ad-
dressthis limitation, we havebeenexploring an alter-
native approac to detugging plugin modulesin which
a small C/C++ delugger is embeddedhto the applica-
tion framevorkitself. Thisembeddedehugger requires
no modi cationsto the applicationor plugin modules.
Moreover, it is ableto catch manycommonC/C++ pro-
grammingerrors—turningthoseerrors into useful di-
agnosticerror messges. We originally developedthis
appmoac for dehugging scripting language extension
modulesput the approad hassinceprovento be more
widely applicable In this paper we describethe em-
beddeddelugging approadc, andhowit canbe applied
to complicatedapplicationsinvolving plugins,scripting
languages, and multiple programminglanguages. W\e
provideexamplesof usinganembeddedelugger with a
varietyof applicationsncludingPython,PHP, andJava,
aswell aswith the popular Apadhewebseer.

1 Intr oduction

Overthelastdecadeor so,a shift hasoccurredn the
way thatalot of programmersitilize systemgrogram-
ming languagesuchasC andC++. Speci cally, rather
thanwriting large standalonepplicationsn C or C++,
alot of systemgprogrammingwork hasshiftedtowards
creatingdynamiclink libraries, extensionmodulesand
plugins. For instancealot of programmersrenow us-
ing a mix of C/C++ andhigh-level scriptinglanguages
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suchasPython,Perl, Ruby, andTcl [2, 3, 5, 6]. In this

caseow-level C codeis oftenpackagednto somekind

of extensionmodulethatis justloadedinto thelanguage
interpreter PopuladanguagesuchasJava alsoprovide

amechanisnior accessingative codewrittenin C/C++

[20]. Similarly, mary large applicationsoften include
somekind of plug-in capability For instance,nternet
browsersprovide a plugin interfacethatis usedto sup-

port differenttypesof content(e.g.,MacromediaFlash,
Adobe PDF, etc.). A web sener suchas Apachealso

providesa plugin interfaceto supportdifferentcontent
generatiorandmanagemenschemeg¢21]. In fact, sig-

ni cant applicationsin nearly ary applicationdomain
tendto have somekind of extensionand plugin mech-
anism.

In this ervironmentof pluginsandmodules the way
in which C/C++ is utilized is much differentthan the
way in whichthesdanguagesaretraditionallyused(and
taught). In particular thereis no longerary conceptof
writing a standalonepplication.Moreover, this type of
codingreallyisn't thesameaswriting aprogrammingi-
brary. Insteadyou arewriting codethatis merelyanop-
tional extensionof a largerapplicationframework. The
codeis really nothingmorethansomeextra functional-
ity thatgetsdynamicallyloadedinto the applicationas
needed.

To mary, the developmentof pluginsandextensions
might seemlik e a taskthat would be rarely performed.
Yet, in certainapplicationdomains,extensionmodules
mightbetheprimary meansy which end-userénteract
with an applicationframework. For instancejn scien-
ti ¢ andengineeringgomputing this programmingstyle
is common-place.In this case,a lot of codingis still
donein C, C++, or Fortranfor performanceventhough
thatcodemaybedrivenfrom a large applicationframe-
work or high-level scriptinglanguage.

An interestingside effect of writing pluginsand ex-
tensionsis the dif culty of dehugging the associated
C/C++ code. Fatal C/C++ programmingerrorssuchas
invalid memoryaccessalignmentfailedassertionsand



mathexceptionsdon't disappeawhenwriting plugins—
-they just becomea lot moredif cult to isolate. Thisis
becausevhentheseerrorsoccur it usually causeshe
entire applicationframenork to crash. Then,to gure
out whathappenedyou have to delug the entireappli-
cationandreplicatethe ervironmentat the time of the
crash. Dependingon the application,this taskmay be
dif cult. Moreover, evenwhenatraditionaldeluggeris
usedjt mayrevealincompleténformationregardingthe
sequencef eventsthatledto thefailure.

In this paper we examinethe problemof dehugging
C/C++pluginmodulesanddescribeadifferentapproach
for handlingfatal programmingerrorssuchas segmen-
tationfaults.In particular we describea specialpurpose
dehuggerthat is itself packagedn the form of a plu-
gin moduleandwhich canbeusedto locateproblemsn
mixed-languagsoftwareandsystemghatrely on plug-
ins. Originally we developedthis dehuggerto help de-
bug scriptinglanguagesxtensionsput we think thatthis
approachis morewidely applicable.Thus,we describe
how we have expandedhe originalwork to supportnewn
languagesindapplicationghatrely onplugins.We then
shav someexamplesthat illustrate this dehugging ap-
proach.

2 The Debugging Problem

To illustrate the dehugging problemsthat can arise
with plugin modules,considerthe problemof working
with scripting languageextensionmodules. If you're
using a languagedike Pythonand an error occursin a
Pythonscript,you typically getsomekind of diagnostic
tracebackik e this:

% python foo.py

Traceback (innermost last):

File ““foo.py", line 11 in ?
foo()

File  “foo.py", line 8 in foo
bar()

File “foo.py", line 5 in bar
spam()

File ““foo.py", line 5 in spam
doh()

NameError:  doh

Usingtheaboveinformation,aprogrammecaneasily
locatetheerrorand x it. Ontheotherhand,if aPython
programis accessinghefeaturef anextensiormodule
writtenin C, anerrorthatoccursin theextensionrmodule
is handledin amuchlessgracefulmanner Speci cally,
you mightgetanerrorlik e this:

% python foo.py

Segmetation  Fault (Core dumped)

Needlesgo say this is much lessinformative than
before. In fact, it doesnt provide ary informationthat
couldbeusedto locatetheerror. It simply tells the user
thatsomethingvery badhasoccurred.

As amoreextremecasegconsidema situationwherean
extensionmoduleis runninginsidea Pythoninterpreter
which itself is running inside some other application
suchasthe Apachewebserer (e.g.,usingmod_python)
[9]. In this casetheonly indicationof anerrormightbe
amessagén the Apacheerrorlog le suchas:

[Wed Aug 25 14:02:29 2004] [notice]
child pid 12957 exit signal
Segmentation  fault  (11)

Inthiscasepsergdon't evengetafailurehtml pageon
theirbrowser Theonly thingthey know is thereis some-
thing wrong with the whole application. Yet, no clues
aregivenregardingthesourceof theerror. It couldcome
from abugin the Apachewebserer, from mod_python,
from aPythonextensionrmoduleor ary numberof other
web-serer plugins. Evenif you hadsomeideathatan
errororiginatedfrom a Pythonscript, it maydif cult to
extractinformationfrom it. Moreover, if you somehav
tried to usea script-level dehuggingtool, it too would
crashwhentheerroroccurred.Thus,theonly wayto re-
ally getsomeideaof whathashappenednight beto use
atrial-and-errorapproachnvolving print statements.

It is sometimegossibleto usea traditionaldelugger
suchasgdb[14 to gatherinformationaboutplugins,but
the procedurefor doing so is not as straightforvard as
onemightimagine.First,you cant run adeluggerona
plugin modulein isolation. Insteadyou have to run the
dehuggeron the whole application. However, by doing
that, you mostly obtaina lot of extraneousnformation
abouttheinternalsof theapplicationitself. For instance,
the above example,you would obtaina lot of informa-
tion regardingthe internalsof Apacheandmod_python
which canoverwhelmthedeveloper Moreover, if amix
of differentprogramminganguagesrebeingused,the
informationobtainedis oftenincomplete.For instance,
if a scriptinglanguagés beingused,youwon't be able
to obtainary script-level informationaboutwhereaner-
ror hasoccurred. Another problemwith deluggingis
thatreplicatingtheconditiongthatledto acrashmightbe
dif cult. Thisis especiallyftrueif anapplicationis com-
plex (threads,multiple languagesmultiple processes,
interprocescommunicationgtc.). Finally, otherpecu-
liarities canmake dehuggingproblematic.For instance,
to make gdbwork nicelywith Apache youhaveto force
Apacheto run in a single processnode. However, do-
ing this changeshe executionervironmentin which the
crashoccurred.



3 EmbeddedErr or Handling

To simplify the detuggingof extensionmodulesand
plugins, we feel that two facetsof dehugging can be
combined First, by far the mostcommonuseof atradi-
tional C detuggeris simplyto nd outwhereanerrorhas
occured.Speci cally, if aprogramcrashesyou almost
alwaystype a detuggercommandike 'where' to geta
stacktrace. In alot of casesthis informationby itself
is enoughto isolateanerror. Secondmostapplications
thatutilize pluginsalreadyhaveamechanisnfor dealing
with errorsandreportingthemto users.For example,a
scripting languagemay provide an exceptionhandling
facility whereasa web sener might print errorsto alog

le. Thereforeadifferentapproacho plugindehugging

might be to embedsomekind of C/C++ deluggingfa-
cility directly into the applicationitself and allow it to
catchfatal errors,gatherinformationnormally obtained
with a standalonalehugger(suchasa stacktrace)and
propagatehatinformationbackto theapplicationasan
ordinaryerrorcondition. Theapplication,n turn,would
reporttheerrorto the userin the sameway thatall other
errorsarereported.

There are mary bene ts to handling errorsin this
manner First, by handlingfatal plugin errorsasnormal
errors,you might be ableto obtainmoredetailedinfor-
mationfrom theapplicationabouttheconditionsthatled
to acrash.For instancejn Python,youwould getinfor-
mationfrom the Pythoncall stackandthe C call stack
likethis:

% python foo.py

Traceback (most recent call last):
File ™, line 1, in ?
File "foo.py", line 16, in ?
foo()
File "foo.py", line 13, in foo
bar()
File "foo.py", line 10, in bar
spam()
File "foo.py", line 7, in spam
doh.doh(a,b,c)

SegFault: [ C stack trace ]

#2 0x00027774 in call_builtin(func

=0x1c74f0, arg=0xlalccc,kw=0x0)
#1 Oxff022f7c in _wrap_doh(0x0,
Oxlalccc, 0x160ef4,0x9c,0x56b44
,0x1aa3d8)
#0 Oxfe7e0568 in doh(a=0x3,b=0x4
,c=0x0)
in ‘foo.c, line 28

/home/jcao/WAD/Python/foo.c, line 28

int doh(int a, int b, int *) {
= *¢ = a + b;
return  *c;

}

Clearly this is muchmoreinformative thana general
“SegmentationFault” message Anotherbene t of this
approactis thatit simpli es thetaskof obtainingdehug
information. Speci cally, a developerwould not need
to run a separateletuggingtool to obtainusefulinfor-
mationfrom the application. In fact, the error message
alonemight be enoughto give a developera very clue
aboutwhatis broken. Similarly, by reportingerrorsin
this way, end-usersan provide developerswith useful
information(e.g.,simply pastetheerrormessagéto an
emailmessage).

4 Challenges

Thereare mary technicalchallengego overcomein
makingan embeddedieluggingsystemwork. First, it
is not practical(or desirable}o modify or recompilethe
originalapplicationor all of thepluginmodules.In other
words,we don't wantto have to modify an application
to supportdelugging. Moreover, it shouldnot be nec-
essaryto recompilethe whole applicationin a special
“debuggingmode’ It's importantto be ableto dehug
plugin moduleswithin the normalapplicationerviron-
ment.Secondtheway in which fatalerrorsarehandled
arehandled By default,mostapplicationswill justabort
and dump coreif a fatal C error occurs. This forces
the whole applicationto quit. To changethis, fatal er-
rors have to be interceptedandthe control o w of the
programalteredin orderto generatean error. Making
this work is especiallytricky becausehe only way to
accomplishthis is to abortthe normal control- ow of
the offendingplugin codeandreturncontrolbackto the
enclosingapplicationframework. Finally, very compli-
catedervironmentsmay involve a mix of applications
and programminglanguages—eacbf which may in-
cludeit's own error handlingfacility. Thus,if anerror
occurs,you needto determinethe mostappropriatevay
to reporttheerror.

5 Embedded Debugging with Scripting
Languages

To exploretheideaof embeddediehugging,we rst
developeda systemknown asWAD (WrappedApplica-
tion Debugger). WAD wasinitially createdfor the pur-
poseof detuggingscriptinglanguagextensionmodules



andwasdescribedn detailin a paperthatappearedt
the 2001 USENIX TechnicalConferencd1Q]. It is not
possibleto includeall of thosedetailshere,but we now
provide a brief overview of how this systemworked.
Readersshould consultthe earlier paperfor more de-
tailedimplementatiorinformation.

The primary goal of WAD is to turn fatal C/C++ er-
rors such as segmentationfaults and failed assertions
into scriptinglanguagesxceptions.To do this, WAD is
packagedasa standalonesharedibrary that caneither
be “imported” into a scriptinglanguagdike ary other
extensionmoduleor linked to anotherextensionmod-
ule asalibrary. In eithercase whenWAD is loaded,it
installsa specialUnix signalhandlerto catcha variety
of fatal errorssuchas SIGSEGYV SIGBUS, SIGABRT,
SIGILL, andSIGFPE.

Uponreceptiorof afatalsignal,the WAD signalhan-
dlertakescontrolandattemptdo collectalargeamount
of information aboutthe executionervironment. This
informationincludesa procesamemorymap, informa-
tion aboutall loadedlibraries,a stacktrace,symbolta-
bles,anddelugginginformation—thesamekind of in-
formation you would normally obtain with delugger
Collectingthis informationinvolvesinteractingwith the
UNIX /proc lesystem, decodingthe contentsof ELF
object les, andcollectingdehug informationstoredin a
commonformatknown as“stabs”[16, 17, 18].

Onceinformationhasbeencollected, WAD attempts
to reportit backto the scripting languageinterpreter
Theprocedurdor doingthisis probablythe mosttricky
andinterestingpartof the system.WAD startsby walk-
ing up theentirecall-stackof the applicationandexam-
ining the symbol-tablenamesof eachfunction call. At
eachlevel, the nameis comparedo a list of “known”
symbol namesthat have alreadybeenpreprogrammed
into WAD. Thepurposeof thisscanisto nd thebound-
ary betweerthe scriptinglanguagenterpreteranduser
de ned extensioncode. Speci cally, WAD is search-
ing for the well-known procedureswithin the script-
ing languagethat are responsiblefor executing for-
eignfunctions. If a matchis found during this search,
WAD arrangego raiseanexceptionin the scriptinglan-
guage. Previously collecteddelugging information is
thenpackagednto aform thatcanbepassedbackto the
interpreter WAD thengenerateanerrorusingthesame
mechanismnthat extensioncodewould normally useto
indicatean error. Finally, WAD abortsthe executionof
the extensioncodeandforcesareturnbackto theinter
preter

To male the last stepwork, WAD utilizes a little-
known featureof UNIX signal handlingthat allows a
signal handlerto modify the processcontet in which
thesignaloccurred.Speci cally, it is possibleto rewrite
the CPU registers,programcounter and stack pointer

within a signalhandlerandhave thosechangegake ef-
fect oncethe signal handlerhasreturned. Using this,
WAD rewrites the processcontext in a way thatforces
a returnbackto the scriptinglanguagenterpreter The
scriptinginterpreteiitself hasno ideathata fatal C/C++
error has occurred—-it merely thinks that extension
codehasraisedan exceptionandreturned. Becauseof
this, whenthe interpreterregainscontrol,it handleshe
raisedexceptionin the normalway. This includesun-
winding the scriptingcall stack,generatinga traceback,
andalertingtheuser

Figure 1 illustratesthe outcomeof usingWAD for a
fatal errorin a C extensionto Java. The key featureof
this exampleis thatnot only do you geta C stacktrack
with delugginginformation, you also get a stacktrace
generatetby the Javavirtual machingwhichis shavn at
thebottomof the gure). Thereasorthis appearss that
WAD hasabortedheexecutionof thenative methodand
raisedan exceptionwith the JVM ratherthanaborting
thewhole applicationanddumpingcore.

6 Embedded Debugging with Multiple
Languagesand Applications

The rst versionof WAD supportedthree different
scriptinglanguagesPython, Tcl, andPerl. For themost
part,the systemcanbe easilyexpandedo supportother
languages. For instance,we recently expandedWAD
to supportJava and PHPR This is becausemost of the
implementations independentf the scriptinglanguage
itself—only a smallamountof codeis usedto raisean
errorin thetargetscriptinglanguage However, onelim-
itation of theimplementatiorwasthatonly onelanguage
couldbeusedatonce.In otherwords,a separatéehug-
ger was provided for eachlanguage. Unfortunately if
multiple languageavere usedin the sameapplication,
things startedto break since multiple dehugging mod-
uleswould interferewith eachother The otherlimita-
tion is that we really only focusedon compiledexten-
sionsto high-level programminglanguages.However,
therearea variety of otherapplicationswherea facility
for detugging plugins might be useful. Therefore,we
wereinterestedn seeinghow this deluggingtechnique
might begeneralizec&ndusedin othersettings.

Toillustratetheuseof WAD in aslightly differentset-
ting, consideran applicationthatrelieson plugin mod-
ulessuchasthe Apachewebserer [8]. Apacheallows
moduleswrittenin C/C++to bedynamicallyloadedinto
the webserer. Thesemodulesare typically usedto
implementdifferenttypesof dynamiccontentsuchas
sener sideincludesandsener scripting. They canalso
be usedto implementsecuritymechanismsysertrack-
ing with cookiesandmore. Theonly timethatamodule



thread "main"

fault.

Exception in
Segmentation

Uncaught

[ C stack trace ]
#9 0x4030791c in
peP10_jmethodIDP18JNI_ArgumentPushe
#8 0x402ff6a6
sP6Thread()

#7 0x403b33ad
allArgumentsP6Thread_vP9JavaValueP1
#6 0x402ff454  in
rgumentsP6Thread()
#5 0x4267alcd in ?()
#4 0x4267cdef in ?()
#3 0x4267cdef in ?()
#2 0x42682cb2 in ?()
#1 0x4c8al165f in

exception

jni_invoke_static__FP7JNIEnv_P9JavaVal
rP6Thr ead()
in call__9JavaCallsP9JavaValueG12methodHa

in os_exception_wrapper__2osPFP9JavaValue

2metho dHandleP17 JavaCallArg umentsP6Thr ead()
call_helper__9JavaCallsP9JavaValueP12m

Java_exampleJNI_java_1seg_lcrash(jenv=

of type java.lang.Class.

ueP8_jobje ct11JN ICall Ty
ndleP 17Jav aCallA rgument
P12methodH andleP 17Jav aC

ethod Handl eP17JavaCal |A

0x805 b878, jcls=0 xbfff d6

e0) in ‘example_wrap.c', line 86
#0 0x4c8al3e4 in java_seg_crash() in 'example.c', line 27
/home/jcaol/classes/research/WAD/jav a_try/ example.c, line 27
int java_seg_crash() {
int *a = 0;
=> *a = 3;
return  1;
}
FATAL ERRORIn native method: runtime error
at exampleJNl.java_seg_crash(Native Method)

at example.java_seg_crash(example.java

at tryl.main(tryl.java:9)

:12)

Figurel: Tracebacknformationproducedoy WAD for a sggmentatiorfaultin a Java extension

would executein Apacheis whena remoteclient con-
nectedto an appropriatepageor documenttype. If a
fatalerroroccursin oneof thesemodules Apachenor-

mally printsa smallmessagéo its errorlog, andtermi-

natesthe child process.Whenthis happensthe remote
clientwill merelygetanemptyweb-pageor somekind

of connectiorerrorindicatingthesenercloseddown the
connection.However, with WAD we cando something
a little different. Insteadof crashing, WAD canobtain
information aboutthe client connection. Then, on be-
half of the failed plugin module,diagnosticdehugging
informationcanbe routedboth to the Apacheerrorlog

andto the outgoingnetwork connection.Thus,afailure
in sener plugin codewill producea web pagesuchas
shavnin Figure2.

Thefactthattheerroris producedntheclientmakes

it extremelyeasyto delugthemodule—adevelopercan
justlook atthedisplayedpageto geta stacktrace.

The Apacheexamplealso senes as an introduction
to a more complicatedscenarioinvolving multiple lan-
guages. In Apache, a variety of different extension
mechanismsnay be in use. For instance the Apache
sener may have plugin modulesfor a variety of script-
ing languagesncluding Python, PHR and Perl. The
purposeof thesemoduleswould allow for variouskinds
of sener-sidescriptinganddynamiccontentgeneration.
However, asall of thesescriptinglanguageslsoallow
pluginsof theirown, younow haveasituationwhereyou
might have Apacheplugins, Pythonplugins, Perl plug-
ins,andPHPpluginsall coexisting in the sameprocess.
Needlesdo say dehugging C/C++ codein this setting
becomesnuchmorecomplex.
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WAD: Internal Error occured in your apache module.
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Figure2: Displayingdetugginginformationon a users browserafteranerrorin an Apacheplugin module

To handlemultiple languagesndapplicationsWAD
maintainsa mastersymbol table of functionsthat are
known to call outto extensioncode. This tablecontains
avarietyof entrieslik e this:

Symbolname Handlerfunction
PyCFunction _Call python _handler
TclExecuteByteCode tcl _handler
call _user function _ex php_handler

ap_run _handler apache _handler

The contentsof this tableareapplicationspeci ¢ and
require some detailedknowledge of how a particular
applicationaccessesxtensioncode. However, it's not
somethinghata userof WAD normally needso worry
about.

When a fatal error occurs, WAD walks up the call
stackand comparesachstackframeto seeif its sym-
bolic namematchesan entryin this list. If a matchis
found, the fatal error is handledby a language-speci ¢
handler function which is responsiblefor interacting
with the enclosingapplicationand signalling an error.
This schemeallows an error to be handledin the most
appropriatananner

Figure 3 shavs sampleoutput of a fatal error oc-
curring within a PHP extensionmodulerunninginside
Apache.In this case the erroris handledby PHPitself
andyou getinformationfrom the C call stackin addi-
tion to someinformationaboutthe PHP scriptthat was
runningat the time. Again, thekey pointis thatyou're

getting much moreinformation aboutwhat hascaused
a failure. You obtaina C stacktrack, you obtain PHP
scriptinformation,andyou getoutputon theweb-page.
A peculiarproblemthatoccurswith supportingmulti-
ple targetlanguagess discoveringwhich languagesire
in useandavailable. Normally, WAD might needto in-
teractwith all of theavailablelanguage orderto raise
errorsandabortexecutionof offendingcode. This im-
plies that WAD needsto link to API functionsin each
language. Yet, at the sametime, thereis no guaran-
teethatall of the languagesiregoingto be installedor
availablein a given application. Nor is the prospectof
relyinguponmary differentdetuggingmodulesarticu-
larly appealing.To dealwith this, we currentlyrely upon
lazy-bindingof functions.WhenWAD is loadedinto an
ervironmentandan erroroccurs, WAD usesfeaturesof
the dynamicloaderto discover informationaboutwhat
applicationsand languagesare available. In addition,
WAD candeferthelinking of specialAPI functionsun-
til they areactuallyneededWith this approachasingle
dehugging module can be usedto dehug plugin mod-
ulesin avarietyof dif cult programmindanguagesind
applications—eenwhenmixedtogether

7 Discussion

WAD providesanalternatve approacho problemof
deluggingpluginsandextensions.By embeddinga de-
buggerinto the application,thereis no needto modify



Figure3: A fatalerrorin a PHPextensionrunninginsidethe Apachewebsererthroughmod php

existing codeor recon gurethe application. Moreover,
whenerrorsoccur, usersgetimmediatefeedbackabout
what hashappened.In additionto gettinga C stack,
WAD is often able to produceadditional information
suchaswherein a scriptanerror occurred. WAD also
malkesit easierfor developersto getinformationfrom
endusers.For instancejf failureoccursausercansim-
ply pastethe stacktraceinto an email and sendit to a
developer This works evenif a userdoesnt have a C
developmenernvironmentinstalledon their machine.

Onthe otherhand,this approactalsohasmary limi-
tations. Theprogrammingechniquesisedto implement
WAD are complex and platform-dependent—imlving
highly specializedperatingsystemfeaturesandassem-
bly language.As a consequencehe systemcurrently
only works on SparcSolarisand Intel Linux systems.
Additional information aboutthis can be found in our
USENIX paper[10]. However, at best,the systemcan
only beconsideredisa “proof of concept.

In addition,therearea variety of C programminger
rorsthatcan't be handledin this manner For instance,
if aprogramover owsthestackthe call-stackbecomes
corruptedandit becomesmpossiblefor WAD to prop-
erly recover. Similarly, certainkinds of memoryerrors
can corrupt the applicationervironmentin a way that
malkes it impossiblefor WAD or the enclosingappli-
cation framework to operatecorrectly—in which case

the whole applicationjust will crashasbefore.In these
casesWAD is of little use.However, it's worth nothing
that a traditional deluggercould still be usedin these
casesf desired.

Finally, a side effect of usinga systemlike WAD is
that an applicationcontinuesto run even after a fatal
error hasoccurred. For instance,f you geta seggmen-
tationfaultin a Pythonextension,thatgeneratesin ex-
ceptionandthe Pythoninterpretercontinueso operate.
In principle, one could continueto usethe interpreter
for othertasks.However, WAD is notintendedto sene
asageneratgurposeerrorrecosery mechanism\When
executionis aborted,the C call stackis truncatedand
no attemptis madeto cleanly reclaim resources. For
languagedike C++, this canleave all sortsof dangling
pointersandmemoryleaks. In a multithreadedsystem,
thismightresultin stalelocks. Varioussystenresources
suchasopen les andnetwork connectionsnightnotbe
closedproperly It's importantto keepin mind thatthe
primary goal of WAD is to merely extract usefulinfor-
mationfrom the environmentandpresentt to theuser

8 RelatedWork

Different delugging methodsand deluggers have
beendevelopedon bothC/C++level andscriptinglevel.



Much effort hasbeenput on C/C++ level delugging
problem. For instancenew processorsupportJTAG
pins by which detuggercan getinformationsof inter-
nalprocesserdthertechniguedik e detuggingmoniter
is alsousedby certaintype of deluggers.RTOS usesa
differentapproactknown asdynamicloadableandlink-
ableto work with OSlevel andapplicationlevel bugs.

Thereare a large numberof scripting dehuggersex-
ist. Most of them providesdehuggingfacilities for one
specialscriptinglanguage.However, little information
couldberetrievedfrom C stackin caseof extensioner-
ror.

Unfortunatelylittle work hasbheendoneontheareaof
dehuggingin mixed-languagenvironment.Modernde-
buggerseitheringorethescriptinginterpretersy throw-
ing the whole stackinformationto useror just provide
scriptinglevel stackinformation. Althoughsomedelug-
gerslike gdb supportsbig applicationlike apacheweb-
sener, it requiresto modify the orniginal ervironment
andno scriptinglevel tracebacknformationis available.

9 Future Directions

WAD currently supportsa limited number of lan-
guagesapplicationsandplatforms.Thus,thisis anarea
of obvious expansion. Thereare alsoa wide variety of
subtleissuesthat could be explored. For instance pro-
viding betterintegrationwith C++(e.g.,connectingC++
exceptionsto applicationerror handlingmechanisms),
working with threadsandworking with softwarecom-
ponentframaworks.

It may alsobe possibleto integrateWAD with some
existing delugging tools in someway. For instance,
in the caseof scriptinglanguagesit might be possible
to connectWAD to existing script-level deluggers—-
allowing thosedehuggersto examineinformationfrom
the C call stackin additionto providing script-level di-
agnostics.

PortingWAD to non-Unix systemscould alsobe an
interestingchallenge.For instancejt might beinterest-
ing to seewhethera similar systemcould be built using
Windows structuredexceptionhandling[31].

10 Conclusionsand Availability

In this paperwe have presentedan alternatve ap-
proachto dehugging plugin modulesin which a de-
buggerhasbeenembeddedlirectly into the application
ervironment. This deluggeris then able to catchfa-
tal C/C++ errors, extract delugging information, and
presenit backto the application. This approacimakes

it easielfor adeveloperto obtainmoredetailedinforma-
tion abouthow a complex applicationhasfailed. More-
over, it hasthe uniquefeatureof beingableto unravel
programmingproblemghatspanmultiple programming
languages Although our solutionis merelya proof-of-
concept,we feel that this approachis interestingand
mighthave utility in avarietyof applicationsddomains—
especiallywheredevelopersspenda lot of time writing
plugin modules. An embeddecerror handlingmecha-
nism suchasthis could also be of interestto language
and applicationdesignersvho want to enhancehe in-
teractionbetweerthe applicationandextensioncode.

Sourcecodeanddocumentatiorior WAD canbe ob-
tainedat:

http://systems.cs.uchicago.edu/wad.
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