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Abstract

Today, C and C++ are frequentlyusedto write pro-
gramsthat operate as dynamiclink libraries, plugins,
andextensionsof largeapplicationframeworksandhigh
level programming languages. An unfortunateside-
effectof this programmingstyleis that it makesdebug-
ging considerably more dif�cult. Traditional debuggers
don't work as well with extensionmodulesbecauseof
thecomplexity of executionenvironment.Moreover, the
information they provide may be incomplete. To ad-
dressthis limitation, we havebeenexploring an alter-
nativeapproach to debugging plugin modulesin which
a smallC/C++ debugger is embeddedinto theapplica-
tion framework itself. Thisembeddeddebugger requires
no modi�cations to the applicationor plugin modules.
Moreover, it is ableto catch manycommonC/C++ pro-
grammingerrors—turningthoseerrors into usefuldi-
agnosticerror messages. We originally developedthis
approach for debugging scripting language extension
modules,but theapproach hassinceprovento bemore
widely applicable. In this paper, we describethe em-
beddeddebugging approach, andhowit canbeapplied
to complicatedapplicationsinvolvingplugins,scripting
languages, and multiple programminglanguages. We
provideexamplesof usinganembeddeddebuggerwith a
varietyof applicationsincludingPython,PHP, andJava,
aswell aswith thepopularApachewebsever.

1 Intr oduction

Over the lastdecadeor so,a shift hasoccurredin the
way thata lot of programmersutilize systemsprogram-
ming languagessuchasC andC++. Speci�cally, rather
thanwriting largestandaloneapplicationsin C or C++,
a lot of systemsprogrammingwork hasshiftedtowards
creatingdynamiclink libraries,extensionmodulesand
plugins.For instance,a lot of programmersarenow us-
ing a mix of C/C++ andhigh-level scriptinglanguages

suchasPython,Perl,Ruby, andTcl [2, 3, 5, 6]. In this
case,low-level C codeis oftenpackagedinto somekind
of extensionmodulethatis just loadedinto thelanguage
interpreter. PopularlanguagessuchasJava alsoprovide
amechanismfor accessingnativecodewritten in C/C++
[20]. Similarly, many large applicationsoften include
somekind of plug-in capability. For instance,internet
browsersprovide a plugin interfacethat is usedto sup-
port differenttypesof content(e.g.,MacromediaFlash,
Adobe PDF, etc.). A web server suchasApachealso
providesa plugin interfaceto supportdifferentcontent
generationandmanagementschemes[21]. In fact,sig-
ni�cant applicationsin nearly any applicationdomain
tendto have somekind of extensionandplugin mech-
anism.

In this environmentof pluginsandmodules,theway
in which C/C++ is utilized is much different than the
wayin whichtheselanguagesaretraditionallyused(and
taught). In particular, thereis no longerany conceptof
writing a standaloneapplication.Moreover, this typeof
codingreally isn't thesameaswriting aprogrammingli-
brary. Instead,youarewriting codethatis merelyanop-
tional extensionof a largerapplicationframework. The
codeis really nothingmorethansomeextra functional-
ity that getsdynamicallyloadedinto the applicationas
needed.

To many, the developmentof pluginsandextensions
might seemlike a taskthat would be rarelyperformed.
Yet, in certainapplicationdomains,extensionmodules
mightbetheprimarymeansby whichend-usersinteract
with an applicationframework. For instance,in scien-
ti�c andengineeringcomputing,thisprogrammingstyle
is common-place.In this case,a lot of coding is still
donein C, C++,or Fortranfor performanceeventhough
thatcodemaybedrivenfrom a largeapplicationframe-
work or high-level scriptinglanguage.

An interestingsideeffect of writing pluginsandex-
tensionsis the dif�culty of debugging the associated
C/C++ code. FatalC/C++ programmingerrorssuchas
invalid memoryaccess,alignment,failedassertions,and



mathexceptionsdon't disappearwhenwriting plugins—
-they just becomea lot moredif�cult to isolate.This is
becausewhen theseerrorsoccur, it usually causesthe
entireapplicationframework to crash. Then, to �gure
out whathappened,you have to debug theentireappli-
cationandreplicatethe environmentat the time of the
crash. Dependingon the application,this taskmay be
dif�cult. Moreover, evenwhena traditionaldebuggeris
used,it mayrevealincompleteinformationregardingthe
sequenceof eventsthatled to thefailure.

In this paper, we examinethe problemof debugging
C/C++pluginmodulesanddescribeadifferentapproach
for handlingfatalprogrammingerrorssuchassegmen-
tationfaults.In particular, wedescribeaspecialpurpose
debuggerthat is itself packagedin the form of a plu-
gin moduleandwhichcanbeusedto locateproblemsin
mixed-languagesoftwareandsystemsthatrely onplug-
ins. Originally we developedthis debuggerto help de-
bugscriptinglanguageextensions,but we think thatthis
approachis morewidely applicable.Thus,we describe
how wehaveexpandedtheoriginalwork to supportnew
languagesandapplicationsthatrely onplugins.Wethen
show someexamplesthat illustrate this debuggingap-
proach.

2 The Debugging Problem

To illustrate the debugging problemsthat can arise
with plugin modules,considerthe problemof working
with scripting languageextensionmodules. If you're
using a languagelike Pythonandan error occursin a
Pythonscript,you typically getsomekind of diagnostic
tracebacklike this:

% python foo.py
Traceback (innermost last):

File ``foo.py'', line 11 in ?
foo()

File ``foo.py'', line 8 in foo
bar()

File ``foo.py'', line 5 in bar
spam()

File ``foo.py'', line 5 in spam
doh()

NameError: doh

Usingtheaboveinformation,aprogrammercaneasily
locatetheerrorand�x it. On theotherhand,if aPython
programis accessingthefeaturesof anextensionmodule
writtenin C,anerrorthatoccursin theextensionmodule
is handledin a muchlessgracefulmanner. Speci�cally,
youmight getanerrorlike this:

% python foo.py

Segmetation Fault (Core dumped)

Needlessto say, this is much less informative than
before. In fact, it doesn't provide any informationthat
couldbeusedto locatetheerror. It simply tells theuser
thatsomethingverybadhasoccurred.

As amoreextremecase,considerasituationwherean
extensionmoduleis runninginsidea Pythoninterpreter
which itself is running inside someother application
suchastheApachewebserver (e.g.,usingmod python)
[9]. In this case,theonly indicationof anerrormightbe
a messagein theApacheerrorlog �le suchas:

[Wed Aug 25 14:02:29 2004] [notice]
child pid 12957 exit signal
Segmentation fault (11)

In thiscase,usersdon't evengetafailurehtml pageon
theirbrowser. Theonly thingthey know is thereis some-
thing wrong with the whole application. Yet, no clues
aregivenregardingthesourceof theerror. It couldcome
from a bug in theApachewebserver, from mod python,
from aPythonextensionmodule,or any numberof other
web-server plugins. Even if you hadsomeideathat an
errororiginatedfrom a Pythonscript, it maydif�cult to
extract informationfrom it. Moreover, if you somehow
tried to usea script-level debuggingtool, it too would
crashwhentheerroroccurred.Thus,theonly way to re-
ally getsomeideaof whathashappenedmightbeto use
a trial-and-errorapproachinvolving print statements.

It is sometimespossibleto usea traditionaldebugger
suchasgdb[14] to gatherinformationaboutplugins,but
the procedurefor doing so is not asstraightforward as
onemight imagine.First,you can't run a debuggerona
plugin modulein isolation. Instead,you have to run the
debuggeron thewholeapplication.However, by doing
that, you mostly obtaina lot of extraneousinformation
abouttheinternalsof theapplicationitself. For instance,
the above example,you would obtaina lot of informa-
tion regardingthe internalsof Apacheandmod python
whichcanoverwhelmthedeveloper. Moreover, if a mix
of differentprogramminglanguagesarebeingused,the
informationobtainedis often incomplete.For instance,
if a scriptinglanguageis beingused,you won't beable
to obtainany script-level informationaboutwhereaner-
ror hasoccurred. Another problemwith debugging is
thatreplicatingtheconditionsthatledtoacrashmightbe
dif�cult. This is especiallytrueif anapplicationis com-
plex (threads,multiple languages,multiple processes,
interprocesscommunication,etc.). Finally, otherpecu-
liarities canmake debuggingproblematic.For instance,
to makegdbwork nicelywith Apache,youhaveto force
Apacheto run in a singleprocessmode. However, do-
ing thischangestheexecutionenvironmentin which the
crashoccurred.



3 EmbeddedErr or Handling

To simplify thedebuggingof extensionmodulesand
plugins, we feel that two facetsof debugging can be
combined.First,by far themostcommonuseof a tradi-
tionalCdebuggerissimplyto �nd outwhereanerrorhas
occured.Speci�cally, if a programcrashes,you almost
alwaystypea debuggercommandlike 'where' to geta
stacktrace. In a lot of cases,this informationby itself
is enoughto isolateanerror. Second,mostapplications
thatutilizepluginsalreadyhaveamechanismfor dealing
with errorsandreportingthemto users.For example,a
scripting languagemay provide an exceptionhandling
facility whereasa webserver might print errorsto a log
�le. Therefore,adifferentapproachto plugindebugging
might be to embedsomekind of C/C++ debuggingfa-
cility directly into the applicationitself andallow it to
catchfatalerrors,gatherinformationnormallyobtained
with a standalonedebugger(suchasa stacktrace)and
propagatethat informationbackto theapplicationasan
ordinaryerrorcondition.Theapplication,in turn,would
reporttheerrorto theuserin thesamewaythatall other
errorsarereported.

There are many bene�ts to handling errors in this
manner. First, by handlingfatalplugin errorsasnormal
errors,you might beableto obtainmoredetailedinfor-
mationfrom theapplicationabouttheconditionsthatled
to acrash.For instance,in Python,you wouldgetinfor-
mationfrom the Pythoncall stackandthe C call stack
like this:

% python foo.py
Traceback (most recent call last):

File "", line 1, in ?
File "foo.py", line 16, in ?

foo()
File "foo.py", line 13, in foo

bar()
File "foo.py", line 10, in bar

spam()
File "foo.py", line 7, in spam

doh.doh(a,b,c)
SegFault: [ C stack trace ]

#2 0x00027774 in call_builtin(func
=0x1c74f0, arg=0x1a1ccc,kw=0x0)

#1 0xff022f7c in _wrap_doh(0x0,
0x1a1ccc, 0x160ef4,0x9c,0x56b44
,0x1aa3d8)

#0 0xfe7e0568 in doh(a=0x3,b=0x4
,c=0x0)
in 'foo.c', line 28

/home/jcao/WAD/Python/foo.c, line 28

int doh(int a, int b, int *c) {
=> *c = a + b;

return *c;
}

Clearly this is muchmoreinformative thana general
“SegmentationFault” message.Anotherbene�t of this
approachis thatit simpli�es thetaskof obtainingdebug
information. Speci�cally, a developerwould not need
to run a separatedebuggingtool to obtainuseful infor-
mationfrom theapplication. In fact, theerror message
alonemight be enoughto give a developera very clue
aboutwhat is broken. Similarly, by reportingerrorsin
this way, end-userscanprovide developerswith useful
information(e.g.,simplypastetheerrormessageinto an
emailmessage).

4 Challenges

Therearemany technicalchallengesto overcomein
makingan embeddeddebuggingsystemwork. First, it
is notpractical(or desirable)to modify or recompilethe
originalapplicationor all of thepluginmodules.In other
words,we don't want to have to modify an application
to supportdebugging. Moreover, it shouldnot be nec-
essaryto recompilethe whole applicationin a special
“debuggingmode.” It' s importantto be able to debug
plugin moduleswithin the normalapplicationenviron-
ment.Second,theway in which fatalerrorsarehandled
arehandled.By default,mostapplicationswill justabort
and dump core if a fatal C error occurs. This forces
the whole applicationto quit. To changethis, fatal er-
rors have to be interceptedandthe control �o w of the
programalteredin order to generatean error. Making
this work is especiallytricky becausethe only way to
accomplishthis is to abort the normal control-�ow of
theoffendingplugin codeandreturncontrolbackto the
enclosingapplicationframework. Finally, very compli-
catedenvironmentsmay involve a mix of applications
and programminglanguages—eachof which may in-
cludeit' s own error handlingfacility. Thus,if an error
occurs,you needto determinethemostappropriateway
to reporttheerror.

5 Embedded Debugging with Scripting
Languages

To explore the ideaof embeddeddebugging,we �rst
developeda systemknown asWAD (WrappedApplica-
tion Debugger).WAD wasinitially createdfor thepur-
poseof debuggingscriptinglanguageextensionmodules



andwasdescribedin detail in a paperthat appearedat
the2001USENIX TechnicalConference[10]. It is not
possibleto includeall of thosedetailshere,but we now
provide a brief overview of how this systemworked.
Readersshouldconsult the earlier paperfor more de-
tailedimplementationinformation.

The primary goal of WAD is to turn fatal C/C++ er-
rors suchas segmentationfaults and failed assertions
into scriptinglanguageexceptions.To do this, WAD is
packagedasa standalonesharedlibrary that caneither
be “imported” into a scripting languagelike any other
extensionmoduleor linked to anotherextensionmod-
ule asa library. In eithercase,whenWAD is loaded,it
installsa specialUnix signalhandlerto catcha variety
of fatal errorssuchasSIGSEGV, SIGBUS, SIGABRT,
SIGILL, andSIGFPE.

Uponreceptionof a fatalsignal,theWAD signalhan-
dler takescontrolandattemptsto collecta largeamount
of informationaboutthe executionenvironment. This
information includesa processmemorymap, informa-
tion aboutall loadedlibraries,a stacktrace,symbolta-
bles,anddebugginginformation—thesamekind of in-
formation you would normally obtain with debugger.
Collectingthis informationinvolvesinteractingwith the
UNIX /proc �lesystem, decodingthe contentsof ELF
object�les, andcollectingdebuginformationstoredin a
commonformatknown as“stabs”[16, 17, 18].

Onceinformationhasbeencollected,WAD attempts
to report it back to the scripting languageinterpreter.
Theprocedurefor doingthis is probablythemosttricky
andinterestingpartof thesystem.WAD startsby walk-
ing up theentirecall-stackof theapplicationandexam-
ining the symbol-tablenamesof eachfunction call. At
eachlevel, the nameis comparedto a list of “known”
symbol namesthat have alreadybeenpreprogrammed
into WAD. Thepurposeof thisscanis to �nd thebound-
ary betweenthescriptinglanguageinterpreteranduser-
de�ned extensioncode. Speci�cally, WAD is search-
ing for the well-known procedureswithin the script-
ing languagethat are responsiblefor executing for-
eign functions. If a matchis found during this search,
WAD arrangesto raiseanexceptionin thescriptinglan-
guage. Previously collecteddebugging information is
thenpackagedinto aform thatcanbepassedbackto the
interpreter. WAD thengeneratesanerrorusingthesame
mechanismthat extensioncodewould normally useto
indicateanerror. Finally, WAD abortstheexecutionof
theextensioncodeandforcesa returnbackto theinter-
preter.

To make the last step work, WAD utilizes a little-
known featureof UNIX signal handling that allows a
signal handlerto modify the processcontext in which
thesignaloccurred.Speci�cally, it is possibleto rewrite
the CPU registers,programcounter, and stackpointer

within a signalhandlerandhave thosechangestake ef-
fect oncethe signal handlerhasreturned. Using this,
WAD rewrites the processcontext in a way that forces
a returnbackto the scriptinglanguageinterpreter. The
scriptinginterpreteritself hasno ideathata fatalC/C++
error has occurred—-it merely thinks that extension
codehasraisedan exceptionandreturned.Becauseof
this, whenthe interpreterregainscontrol, it handlesthe
raisedexceptionin the normalway. This includesun-
winding thescriptingcall stack,generatinga traceback,
andalertingtheuser.

Figure1 illustratesthe outcomeof usingWAD for a
fatal error in a C extensionto Java. The key featureof
this exampleis thatnot only do you geta C stacktrack
with debugginginformation,you also get a stacktrace
generatedby theJavavirtualmachine(whichis shownat
thebottomof the�gure). Thereasonthisappearsis that
WAD hasabortedtheexecutionof thenativemethodand
raisedan exceptionwith the JVM ratherthanaborting
thewholeapplicationanddumpingcore.

6 Embedded Debugging with Multiple
Languagesand Applications

The �rst versionof WAD supportedthreedifferent
scriptinglanguages,Python,Tcl, andPerl.For themost
part,thesystemcanbeeasilyexpandedto supportother
languages.For instance,we recentlyexpandedWAD
to supportJava and PHP. This is becausemost of the
implementationis independentof thescriptinglanguage
itself—only a small amountof codeis usedto raisean
errorin thetargetscriptinglanguage.However, onelim-
itationof theimplementationwasthatonlyonelanguage
couldbeusedatonce.In otherwords,aseparatedebug-
ger wasprovided for eachlanguage.Unfortunately, if
multiple languageswere usedin the sameapplication,
things startedto breaksincemultiple debuggingmod-
uleswould interferewith eachother. The other limita-
tion is that we really only focusedon compiledexten-
sionsto high-level programminglanguages.However,
therearea varietyof otherapplicationswherea facility
for debuggingpluginsmight be useful. Therefore,we
wereinterestedin seeinghow this debuggingtechnique
might begeneralizedandusedin othersettings.

To illustratetheuseof WAD in aslightly differentset-
ting, consideran applicationthat relieson plugin mod-
ulessuchasthe Apachewebserver [8]. Apacheallows
moduleswrittenin C/C++to bedynamicallyloadedinto
the webserver. Thesemodulesare typically used to
implementdifferent typesof dynamiccontentsuchas
server sideincludesandserver scripting. They canalso
be usedto implementsecuritymechanisms,usertrack-
ing with cookies,andmore.Theonly timethatamodule



Exception in thread "main" . Uncaught exception of type java.lang.Class.
Segmentation fault.

[ C stack trace ]

#9 0x4030791c in jni_invoke_static__FP7JNIEnv_P9JavaVal ueP8_jobje ct11JN ICall Ty
peP10_jmethodIDP18JNI_ArgumentPushe rP6Thr ead()
#8 0x402ff6a6 in call__9JavaCallsP9JavaValueG12methodHa ndleP 17Jav aCallA rgume nt
sP6Thread()
#7 0x403b33ad in os_exception_wrapper__2osPFP9JavaValue P12methodH andleP 17Jav aC
allArgumentsP6Thread_vP9JavaValueP1 2metho dHandleP17 JavaCa llArg ument sP6Thr ead()
#6 0x402ff454 in call_helper__9JavaCallsP9JavaValueP12m ethod Handl eP17Ja vaCal lA
rgumentsP6Thread()
#5 0x4267a1c4 in ?()
#4 0x4267cdef in ?()
#3 0x4267cdef in ?()
#2 0x42682cb2 in ?()
#1 0x4c8a165f in Java_exampleJNI_java_1seg_1crash(jenv= 0x805 b878, jcls=0 xbfff d6
e0) in 'example_wrap.c', line 86
#0 0x4c8a13e4 in java_seg_crash() in 'example.c', line 27

/home/jcao/classes/research/WAD/jav a_try/ example.c, line 27

int java_seg_crash() {
int *a = 0;

=> *a = 3;
return 1;

}

FATAL ERRORin native method: runtime error
at exampleJNI.java_seg_crash(Native Method)
at example.java_seg_crash(example.java :12)
at try1.main(try1.java:9)

Figure1: Tracebackinformationproducedby WAD for a segmentationfault in a Javaextension

would executein Apacheis whena remoteclient con-
nectedto an appropriatepageor documenttype. If a
fatalerroroccursin oneof thesemodules,Apachenor-
mally printsa smallmessageto its error log, andtermi-
natesthechild process.Whenthis happens,theremote
client will merelygetanemptyweb-pageor somekind
of connectionerrorindicatingtheservercloseddown the
connection.However, with WAD we cando something
a little different. Insteadof crashing,WAD canobtain
informationaboutthe client connection. Then,on be-
half of the failed plugin module,diagnosticdebugging
informationcanbe routedboth to theApacheerror log
andto theoutgoingnetwork connection.Thus,a failure
in server plugin codewill producea web pagesuchas
shown in Figure2.

Thefactthattheerroris producedontheclientmakes

it extremelyeasyto debugthemodule—adevelopercan
just look at thedisplayedpageto geta stacktrace.

The Apacheexamplealso servesas an introduction
to a morecomplicatedscenarioinvolving multiple lan-
guages. In Apache, a variety of different extension
mechanismsmay be in use. For instance,the Apache
server mayhave plugin modulesfor a varietyof script-
ing languagesincluding Python, PHP, and Perl. The
purposeof thesemoduleswould allow for variouskinds
of server-sidescriptinganddynamiccontentgeneration.
However, asall of thesescriptinglanguagesalsoallow
pluginsof theirown,younow haveasituationwhereyou
might have Apacheplugins,Pythonplugins,Perl plug-
ins,andPHPpluginsall coexisting in thesameprocess.
Needlessto say, debuggingC/C++ codein this setting
becomesmuchmorecomplex.



Figure2: Displayingdebugginginformationona user'sbrowserafteranerrorin anApachepluginmodule

To handlemultiple languagesandapplications,WAD
maintainsa mastersymbol table of functionsthat are
known to call out to extensioncode.This tablecontains
a varietyof entrieslike this:

Symbolname Handlerfunction
PyCFunction Call python handler
TclExecuteByteCode tcl handler
call user function ex php handler
ap run handler apache handler
...

Thecontentsof this tableareapplicationspeci�c and
require somedetailedknowledge of how a particular
applicationaccessesextensioncode. However, it' s not
somethingthata userof WAD normallyneedsto worry
about.

When a fatal error occurs,WAD walks up the call
stackandcompareseachstackframeto seeif its sym-
bolic namematchesan entry in this list. If a matchis
found, the fatal error is handledby a language-speci�c
handler function which is responsiblefor interacting
with the enclosingapplicationand signalling an error.
This schemeallows an error to be handledin the most
appropriatemanner.

Figure 3 shows sampleoutput of a fatal error oc-
curring within a PHPextensionmodulerunning inside
Apache.In this case,theerror is handledby PHPitself
andyou get informationfrom the C call stackin addi-
tion to someinformationaboutthePHPscript thatwas
runningat the time. Again, thekey point is thatyou're

gettingmuchmore informationaboutwhat hascaused
a failure. You obtaina C stacktrack, you obtainPHP
scriptinformation,andyou getoutputon theweb-page.

A peculiarproblemthatoccurswith supportingmulti-
ple targetlanguagesis discoveringwhich languagesare
in useandavailable.Normally, WAD might needto in-
teractwith all of theavailablelanguagesin orderto raise
errorsandabortexecutionof offendingcode. This im-
plies that WAD needsto link to API functionsin each
language. Yet, at the sametime, there is no guaran-
teethatall of the languagesaregoingto be installedor
availablein a given application.Nor is the prospectof
relyinguponmany differentdebuggingmodulesparticu-
larly appealing.To dealwith this,wecurrentlyrely upon
lazy-bindingof functions.WhenWAD is loadedinto an
environmentandanerroroccurs,WAD usesfeaturesof
the dynamicloaderto discover informationaboutwhat
applicationsand languagesare available. In addition,
WAD candeferthelinking of specialAPI functionsun-
til they areactuallyneeded.With thisapproach,asingle
debugging modulecan be usedto debug plugin mod-
ulesin avarietyof dif�cult programminglanguagesand
applications–evenwhenmixedtogether.

7 Discussion

WAD providesanalternative approachto problemof
debuggingpluginsandextensions.By embeddinga de-
buggerinto the application,thereis no needto modify



Figure3: A fatalerrorin a PHPextensionrunninginsidetheApachewebserver throughmod php

existing codeor recon�guretheapplication.Moreover,
whenerrorsoccur, usersget immediatefeedbackabout
what hashappened. In addition to getting a C stack,
WAD is often able to produceadditional information
suchaswherein a script an error occurred.WAD also
makes it easierfor developersto get information from
endusers.For instance,if failureoccurs,ausercansim-
ply pastethe stacktraceinto an email andsendit to a
developer. This works even if a userdoesn't have a C
developmentenvironmentinstalledon theirmachine.

On theotherhand,this approachalsohasmany limi-
tations.Theprogrammingtechniquesusedto implement
WAD are complex and platform-dependent–involving
highly specializedoperatingsystemfeaturesandassem-
bly language.As a consequence,the systemcurrently
only works on SparcSolarisand Intel Linux systems.
Additional information aboutthis canbe found in our
USENIX paper[10]. However, at best,the systemcan
only beconsideredasa“proof of concept.”

In addition,therearea varietyof C programminger-
rors that can't be handledin this manner. For instance,
if a programover�owsthestack,thecall-stackbecomes
corruptedandit becomesimpossiblefor WAD to prop-
erly recover. Similarly, certainkinds of memoryerrors
can corrupt the applicationenvironmentin a way that
makes it impossiblefor WAD or the enclosingappli-
cation framework to operatecorrectly—in which case

thewholeapplicationjust will crashasbefore.In these
cases,WAD is of little use.However, it' s worth nothing
that a traditionaldebuggercould still be usedin these
casesif desired.

Finally, a sideeffect of usinga systemlike WAD is
that an applicationcontinuesto run even after a fatal
error hasoccurred. For instance,if you get a segmen-
tation fault in a Pythonextension,thatgeneratesanex-
ceptionandthePythoninterpretercontinuesto operate.
In principle, one could continueto usethe interpreter
for othertasks.However, WAD is not intendedto serve
asa generatepurposeerror-recoverymechanism.When
executionis aborted,the C call stackis truncatedand
no attemptis madeto cleanly reclaim resources.For
languageslike C++, this canleave all sortsof dangling
pointersandmemoryleaks. In a multithreadedsystem,
thismightresultin stalelocks.Varioussystemresources
suchasopen�les andnetwork connectionsmightnotbe
closedproperly. It' s importantto keepin mind that the
primary goalof WAD is to merelyextractuseful infor-
mationfrom theenvironmentandpresentit to theuser.

8 RelatedWork

Different debugging methodsand debuggers have
beendevelopedonbothC/C++level andscriptinglevel.



Much effort hasbeenput on C/C++ level debugging
problem. For instancenew processorssupportJTAG
pins by which debuggercanget informationsof inter-
nalprocessers.Othertechniqueslikedebuggingmoniter
is alsousedby certaintypeof debuggers.RTOSusesa
differentapproachknown asdynamicloadableandlink-
ableto work with OSlevel andapplicationlevel bugs.

Therearea large numberof scriptingdebuggersex-
ist. Most of themprovidesdebuggingfacilities for one
specialscriptinglanguage.However, little information
couldberetrievedfrom C stackin caseof extensioner-
ror.

Unfortunately, little work hasbeendoneontheareaof
debuggingin mixed-languageenvironment.Modernde-
buggerseitheringorethescriptinginterpretersby throw-
ing the whole stackinformationto useror just provide
scriptinglevel stackinformation.Althoughsomedebug-
gerslike gdbsupportsbig applicationlike apacheweb-
server, it requiresto modify the orniginal environment
andnoscriptinglevel tracebackinformationis available.

9 Future Dir ections

WAD currently supportsa limited number of lan-
guages,applicationsandplatforms.Thus,this is anarea
of obviousexpansion.Therearealsoa wide variety of
subtleissuesthat couldbe explored. For instance,pro-
viding betterintegrationwith C++(e.g.,connectingC++
exceptionsto applicationerror handlingmechanisms),
working with threads,andworking with softwarecom-
ponentframeworks.

It may alsobe possibleto integrateWAD with some
existing debugging tools in someway. For instance,
in the caseof scriptinglanguages,it might be possible
to connectWAD to existing script-level debuggers—-
allowing thosedebuggersto examineinformationfrom
theC call stackin additionto providing script-level di-
agnostics.

PortingWAD to non-Unix systemscould alsobe an
interestingchallenge.For instance,it might be interest-
ing to seewhethera similar systemcouldbebuilt using
Windowsstructuredexceptionhandling[31].

10 Conclusionsand Availability

In this paperwe have presentedan alternative ap-
proach to debugging plugin modulesin which a de-
buggerhasbeenembeddeddirectly into theapplication
environment. This debugger is then able to catch fa-
tal C/C++ errors, extract debugging information, and
presentit backto theapplication.This approachmakes

it easierfor adeveloperto obtainmoredetailedinforma-
tion abouthow a complex applicationhasfailed. More-
over, it hasthe uniquefeatureof beingableto unravel
programmingproblemsthatspanmultipleprogramming
languages.Althoughour solutionis merelya proof-of-
concept,we feel that this approachis interestingand
mighthaveutility in avarietyof applicationsdomains—
especiallywheredevelopersspenda lot of time writing
plugin modules. An embeddederror handlingmecha-
nism suchas this could alsobe of interestto language
andapplicationdesignerswho want to enhancethe in-
teractionbetweentheapplicationandextensioncode.

Sourcecodeanddocumentationfor WAD canbeob-
tainedat:

http://systems.cs.uchicago.edu/wad.
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